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Secure authentication and dependable password recovery are imperative as smartphones 

store utterly sensitive personal and financial data. The recovery methods offered by 

traditional password-based systems are limited and vague in cases of authorised users 

losing their devices or failing to remember their credentials. In this study, a 

cryptography-based framework for password recovery and authentication is proposed to 

provide safe and private access restoration. It integrates lightweight cryptographic 

primitives, multi-factor authentication and recovery based on secret sharing. The scheme 

we suggest distributes the recovery secrets among several trusted entities in various 

shares, such that no single entity can compromise the system. The low computational and 

communication overhead of the framework permits it to endure popular assaults 

including brute-force, replay, impersonation and man-in-the-middle attacks. This 

research aims to create a safe and effective solution for next-generation mobile 

authentication systems. 
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1. INTRODUCTION 

Smartphones have become multi-functional computing 

platforms that enable communication, healthcare monitoring, 

digital identity management, financial transactions and cloud-

based services, and they store utterly sensitive personal, 

biometric, and financial data. That's why secure authentication 

mechanisms have become crucial to protect user privacy and 

restrict unauthorised access. Despite the growth of smartphone 

functionality, they continue to be resource-constrained devices 

that are limited in battery capacity, computer processing power, 

and memory availability. Because of their resource constraints, 

authentication protocols that have been developed for use on 

desktops or servers cannot be readily implemented on mobile 

devices because the protocols are computationally complex and 

require a high degree of communication overhead. So, 

lightweight security mechanisms are required to ensure strong 

security with efficient performance [1]. 

Traditional password-based authentication systems persist in 

widespread adoption due to their simplicity and ease of 

deployment. However, password-based authentication systems 

have a number of well-known vulnerabilities, such as weak 

password selection, repeated passwords, phishing attacks, 

brute-force attacks, replay attacks, and credential leakage. In 

addition, password recovery methods are commonly considered 

the weakest part of an authentication system. Most password 

recovery methods depend upon centralised servers, sending 

email verification links, or SMS one-time password messages, 

all of which provide a single point of failure and are also 

subject to social engineering, SIM swap, and man-in-the-middle 

attacks [2]. 

By combining knowledge factors (passwords), possession 

factors (tokens or devices), and inherence factors (biometrics), 

multi-factor authentication (MFA) has been introduced to 

improve security. Password recovery procedures are often still 

centralised and unsafe, despite the fact that MFA increases 

login security. Attackers might have total control over user 

accounts if the recovery server is hacked [3]. 

Distributed cryptography methods like secret sharing have been 

investigated in safe systems to overcome these constraints. A 

secret is divided into multiple parts and allocated among trusted 

parties in threshold secret sharing techniques. The secret can 

only be regenerated with a predetermined number of shares 

(threshold value). This strategy develops resistance to 

compromise and discards single points of failure [4-5]. 

Although there is still an inadequacy of research on the 

integration of secret sharing techniques into frameworks for 

password recovery and smartphone authentication. Many 

existing authentication protocols significantly lean on 

computationally expensive public-key cryptographic 

operations, which raise mobile device latency and energy usage. 

A framework that is lightweight, scalable, and resistant to 

attacks is imperative, especially for smartphone contexts [6-7]. 

 

Research Gap 

The following research gaps can be inferred from the existing 

literature:  

1. Most smartphone authentication systems depend on 

centralised password recovery mechanisms [8]. 

2. Existing methods for recovering passwords are susceptible 

to impersonation, replay, or brute-forcing [9]. 

3. Highly complex cryptographic protocols were not designed 

with resource-limited smartphones in mind [10]. 

4. There are limited frameworks that assimilate lightweight 

authentication with distributed secret sharing for secure 

password recovery [11-12]. 

These limitations motivate the development of a lightweight 

cryptographic framework that ensures both secure 

authentication and robust password recovery without increasing 

computational overhead. 

 

Contributions of the Paper 

This paper proposes A Lightweight Cryptographic Framework 

for Secure Smartphone Authentication and Secret Sharing–

Based Password Recovery. The main contributions are 

summarised as follows: 

1. We design a lightweight multi-factor authentication 

mechanism suitable for resource-constrained smartphones. 

2. We integrate a threshold-based secret sharing scheme to 

securely distribute password recovery secrets across 

multiple trusted entities. 

3. We eliminate single points of failure in password recovery 

processes. 

4. We provide resistance against common attacks, including 

replay, brute-force, impersonation, and man-in-the-middle 

attacks. 

5. We analyse computational and communication overhead to 

demonstrate the framework’s efficiency in mobile 

environments. 

6. We present a scalable architecture suitable for next-

generation mobile and cloud-based authentication systems. 

 

 

Comparative Analysis 

 
Feature Traditional System Proposed Framework 

MFA Limited Yes 

Secret Sharing No Yes 

Replay Protection Weak Strong 

Single Point Failure Yes No 

Lightweight Yes Yes 

Secure Recovery No Yes 

The proposed framework improves security without significant performance degradation. 
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2. RELATED WORK 

Smartphone authentication techniques generally include: 

1. Password-based authentication 2. Biometric authentication 3. 

Token-based authentication (OTP) 4. Multi-factor 

authentication (MFA) [13-14]. 

Although MFA improves security, password recovery 

mechanisms remain weak. Most systems rely on centralised 

servers or email-based resets. Secret sharing schemes, such as 

Shamir’s Secret Sharing, divide a secret into multiple shares. 

Only a threshold number of shares can reconstruct the secret. 

However, their integration into smartphone password recovery 

remains underexplored. Unlike existing systems, our framework 

integrates lightweight authentication with threshold-based 

secret reconstruction for secure recovery [15].  

 

3. PROPOSED FRAMEWORK 

The proposed framework consists of: 

User (U) – Smartphone owner, 

Mobile Device (MD) – User’s smartphone,  

Authentication Server (AS) – Verifies credentials,  

 

Trusted Recovery Authorities (TRA₁, TRA₂, …, TRAₙ) – 

Store secret shares 

The framework includes three main phases: 

1. Registration Phase 

2. Authentication Phase 

3. Password Recovery Phase 

 

1. Registration Phase 

Step 1: User selects identity ID and password PW. 

Step 2: Password is hashed using lightweight hashing: 

 

𝐻𝑃𝑊 = 𝐻(𝑃𝑊 ∣∣ 𝑆𝑎𝑙𝑡) 
 

Step 3: A recovery master secret S is generated. 

Step 4: Secret S is divided into n shares using threshold secret 

sharing: 

 

𝑆 → (𝑆1, 𝑆2, . . . , 𝑆𝑛) 
 

Step 5: Each share is securely stored by a trusted recovery 

authority. 

Step 6: Authentication server stores only hashed password and 

metadata. 

 

2. Authentication Phase 

Step 1: User enters ID and PW. 

Step 2: Device computes: 

 

𝐴𝑢𝑡ℎ𝑇𝑜𝑘𝑒𝑛 = 𝐻(𝐻𝑃𝑊 ∣∣ 𝑁 ∣∣ 𝐷𝑒𝑣𝑖𝑐𝑒𝐼𝐷) 
 

Where: 

● N = timestamp-based nonce 

Step 3: Server verifies token. 

Step 4: Mutual authentication is performed. 

Step 5: Secure session key is generated using lightweight 

symmetric encryption (e.g., AES-128). 

 

3. Password Recovery Phase 

If password is forgotten: 

Step 1: User requests recovery. 

Step 2: At least k out of n recovery authorities provide shares. 

Step 3: Secret reconstructed: 

 

𝑆 = 𝐶𝑜𝑚𝑏𝑖𝑛𝑒(𝑆1, 𝑆2, . . . , 𝑆𝑘) 
 

Step 4: User identity verified via additional factor 

(OTP/biometric). 

Step 5: User resets password securely. 

This ensures: 

● No single authority can recover the secret 

● Server compromise does not expose recovery mechanism 

 

4. SECURITY ANALYSIS 

 

A. Replay Attack Resistance 

To ensure message freshness, the proposed framework uses 

nonces and timestamps in each [16]. Since these values change 

for every login attempt, previously intercepted messages cannot 

be reused. This prevents replay attacks effectively. 

 

B. Brute-Force Resistance 

Passwords are protected using salted hashing, which prevents 

dictionary and rainbow table attacks. The combination of 

limiting the number of login attempts along with multi-factor 

authentication can significantly reduce the possibility that a 

brute-force attack will be successful. 

 

C. Impersonation Attack Resistance 

The framework integrates multi-factor authentication and 

device-specific parameters during token generation [17]. An 

attacker cannot impersonate an authenticated legitimate user 

without having access to all of the relevant factors required to 

authenticate with the system.  

 

D. Man-in-the-Middle Resistance 

Mutually authenticated sessions are encrypted using session 

keys, which prevent an assailant from being able to verify or 

alter a message between the smartphone and the server [18]. 

Any modified or intercepted message fails verification, 

providing protection against MITM attacks. 

 

E. Server Compromise Protection 

The use of threshold-based secret sharing to recover passwords 

allows compromised servers to provide no more than a partial 

password recovery secret. This sharing avoids any risk of a 

single point of failure, because the password recovery secrets 

are distributed among multiple trusted parties.  

 

5. Performance Analysis 

 

A. Computational Cost 

The amount of processing effort required to execute security-

related operations represents the computational cost of an 

authentication framework. In the proposed framework, the 

primary computing operations consist of XOR operations, hash 
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computations, and symmetric encryption. Hash functions are 

used to transform sensitive inputs like identity parameters and 

passwords into fixed-length outputs. These operations are 

computationally efficient and mathematically secured. Modern 

hash algorithms are designed to execute quickly even on low-

power devices. This characteristic makes them suitable for 

mobile phones and IoT systems. XOR (Exclusive OR) 

operations are lightweight bitwise computations that require 

minimal processing overhead [19,20]. They are simple enough 

to be performed almost instantaneously, which reduces the 

overall computational burden of the authentication process. To 

ensure secure communication symmetric encryption is used.  

 

between the user and the server. Symmetric encryption 

techniques require lower computational resources and are faster 

in the process of both encryption and decryption than 

asymmetric cryptographic techniques [21].  The encryption and 

decryption process are faster and more efficient because both 

parties share a secret key. Because the proposed framework is 

mainly based on lightweight cryptographic operations, it attains 

reduced processing delay, low energy consumption, and 

efficient authentication performance [22]. Therefore, the 

framework is compatible for resource-constrained 

environments, including IoT devices, smartphones and 

embedded systems. 

 

 

 

B. Communication Cost 

Communication cost represents the amount of exchanged data 

among the user and the server all along the authentication 

process. The communication procedure is very simple and 

efficient in the proposed framework. The authentication phase 

needs only a single login request from the user followed by a 

response from the server [23,24]. This type of two-message 

interaction significantly minimizes the network traffic and 

communication latency. Moreover, recovery-related 

communication such as account recovery procedures or 

password reset, is performed only when necessary and does not 

impose continuous overhead on the system. The protocol does  

 

not require multiple rounds of message transmission and also 

does not rely on the exchange of large cryptographic 

parameters. As a result, the overall communication overhead 

remains relatively low, which makes the system relevant to 

bandwidth-constrained environments such as mobile networks 

and IoT-based applications [25].  

Finally, both computational and communication costs of the 

proposed framework are effectively optimized. The system 

achieves efficient performance, scalability, and practical 

applicability in real-world deployment scenarios due to the 

combination of lightweight cryptographic operations with 

minimal message exchange. 
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6. FUTURE DIRECTIONS 

A. Integration with biometric authentication 

The integration of biometric authentication factors such as 

fingerprints, facial recognition, or iris scanning into password-

based systems will strengthen the security of the system. In this 

an additional layer of identity verification is added, which 

makes unauthorised access more difficult while providing users 

with continued convenience.  

 

B. Blockchain-based decentralized recovery 

The use of blockchain to recover passwords can decentralise the 

control of password recovery and allow the distribution of 

password recovery data among multiple trusted nodes [27]. 

This elevates transparency, avoids single points of failure, and 

enhances resistance against server compromise. 

 

C. post-quantum lightweight cryptography 

The threat posed by quantum computers in the future may make 

traditional cryptographic algorithms insecure [28]. Post-

quantum lightweight cryptography ensures security against 

quantum attacks while remaining efficient enough for 

smartphones and IoT devices. 

 

D. AI-based anomaly detection for authentication 

Artificial Intelligence can analyze user behaviour patterns such 

as typing speed, login time, or location [29]. If an anomaly is 

detected by analysing user behaviour patterns, an additional 

verification step can be triggered in order to provide stronger 

protection against impersonation and fraud. 

 

E. Secure implementation in 5G/6G mobile ecosystems 

As 5G and future 6G networks enable faster and more 

connected environments, authentication systems must be 

optimized for these networks. Secure implementation of 

authentication systems within mobile ecosystem will allow for  

 

rapid communication with strong encryption and increased 

security across multiple devices and connected networks. 

 

7. CONCLUSION 

This study proposed a secure and efficient cryptography-based 

framework for smartphone authentication and password 

recovery. By combining multi-factor authentication, lightweight 

cryptographic techniques, and secret sharing–based recovery, 

the system eliminates single points of failure and strengthens 

overall security. 

The framework maintains low computational and 

communication overhead, making it suitable for mobile devices 

while effectively resisting replay, impersonation, brute-force, 

and man-in-the-middle attacks. Overall, it provides a reliable 

and practical solution for next-generation mobile authentication 

systems. 
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